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RESERVES FOR INCREASING THE EFFICIENCY
OF THE ECONOMIC SECURITY MANAGEMENT MECHANISM UNDER
THE INFLUENCE OF DIGITAL DEVELOPMENT TRENDS OF ENTERPRISE

PE3EPBU HNIABUINEHHA EOEKTUBHOCTI MEXAHI3ZMY
YIIPABJIIHHA EKOHOMIYHOIO BE3ITEKOIO I BIININMBOM
TEHAEHIIN HUPPOBOI'O PO3BUTKY HIAINNPUEMCTBA

The article examines the issues of effective functioning of the economic security management mechanism
under the influence of digitalization and digital transformations of the economic environment. The methods of
scientific research were: a monographic method, content analysis, generalization, the graphic method. Possibilities
for optimizing the process of forming a mechanism for managing the economic security of an enterprise have
been identified, such as: training personnel in techniques, minimizing personnel risks, optimizing the processes
of searching and analyzing information in the digital space; creating a digital ecosystem; controlling digital risks;
integrating digital risk management approaches into the mechanism for managing economic security.

Keywords: economic security, economic security management mechanism, digitalization, digital risk, enterprise
development.

VY crarTi IOCHiDKYIOThCS MUTAaHHS €(PEKTUBHOTO (DYHKIIOHYBAaHHS MEXaHI3My YIPaBIIHHS CKOHOMIYHOIO 0e3-
TMIEKOFO ITiJ] BIDIMBOM IH(poBi3amii Ta HuGpoBUX TpaHchHopMaIiil eKOHOMIYHOTO cepenoBuina. MeTtoraMu HayKOBO-
TO JOCHIIKeHHS Oynn: MOHOTpa(iuHINA METOM, KU 3a0e3MeYNB TEOPETUKO-METOIMIHE MIATPYHTS UIST PO3POOKH
ABTOPCHKUX TPOTMO3HUIIIH 1 PEKOMEH/IAIlI 00 OHOBJICHHS MIIXOMIB 10 (DYyHKIIIOHYBAaHHS MEXaHi3My YIPaBIiHHS
E€KOHOMIYHOFO Oe3IeK0I0; KOHTeHT-aHai3 (axoBoi JiTeparypy, CHHTE3 HAyKOBUX 1JIeH 1 MiIXOIB Y apuHi O0e3MeKo
OpIEHTOBaHOTO MEHE/DKMEHTY, 1X y3arajibHeHHs, rpadiyauidi MeTos1 OyJI0 3aCTOCOBAHO JUTS IEMOHCTPAIIii aBTOPCHKUX
MIPOTIO3MLIH Y OCTYIHIH U CIPUIHATTS BisyanbHil Gopmi. BetanosneHo, mo pe3epBu migBUICHHS ¢(peKTHBHOCTI
MeXaHi3My YIpaBIliHHSI EKOHOMIYHOO O€3IEKOFO ITi/] BIUIMBOM TEHICHITIH IM(POBOTO PO3BUTKY MiAMIPUEMCTBA OIS~
TaroTh y aBTOMATH3aIli1 POy PH JIarHOCTUKHU AOCATHYTOTO PiBHS €KOHOMIYHOT O€3MEeKH; BAKOPUCTAHHI aHATI THKH
BEJIMKUX MacUBIB AaHUX T (popMaizaiii 6e3MeKo OpieHTOBAaHUX YIPABIIHCHKUX PIllIeHb; 11eHTU(IKALIT PU3HKIB 32
uupPOBUMH CUTHAJIAMH 13 30BHIIIHBOTO CepeAoBHUINa (DyHKIIOHYBaHHS MiIPUEMCTBA; PO3MEKYBaHH1 iH(popmarii
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Ta 11 30epe)KeHHS Ha PI3HUX cepBepax JJIs MOKPAIICHHS CTaHy 1H(QOpMaIliifHOT Oe3reKky; 3a0e3eueHHI MOYKIIUBOCTI
MHUTTEBOI KOJIETiaJbHOT peakilii Ha MPOsiBM HEOE3MEeKH 3aBISKA BUKOPUCTAHHIM IHU(POBUX KaHATIB KOMYyHIKaIlil.
BusiBneHO MOXKITMBOCTI onrTUMI3allii iporiecy GopMyBaHHS MEXaHi3My YIIPaBIiHHSI EKOHOMIYHOKO O€3IEKOFO ITi ITPH-
€MCTBA, TaKi SK: HABYAHHS EPCOHATY TEXHiKaM OE3IICKO Opi€HTOBAHOI MOBEAIHKH Y U(POBOMY MPOCTOPi, MiHIMi-
3allisl KaJJpOBUX PU3UKIB, ONITUMI3aIli] POIIeCiB MONIYKyY Ta aHami3y iHdopMmarii y mudpoBoMy mpocTopi, ii BUKopuc-
TaHHS Ta 30€pEKCHHS 1 3aXUCTY; CTBOPEHHS LU(PPOBOi eKOCUCTEMH IS (DYHKI[IOHYBaHHS MEXaHI3MY YHpaBIIiHHS
CKOHOMIYHOIO O€3MEKOI0; KOHTPOJIb IU(POBUX PU3HUKIB; IHTETparlist MigX0AiB IU(YPOBOrO PU3UK-MEHEIKMEHTY Y
MeXaHi3M YIPaBJIiHHS EeKOHOMIYHOIO Oe3MeKor0; 3MillHeHHs (DiHAHCOBOI CIIPOMOXKHOCTI MiAIPUEMCTBA Ta PO3BUTOK
HOro MOTeHLialy B yMOBHO 0e31e4HoMY HU(PPOBOMY CepelOBHILI; (OPMYBAHHS OKPEMOT0 OIOKETY (piHaHCYBAHHS
0e3IeKO OPIEHTOBAHUX 3aXO/IIB 3 YaCTHHAMY, TPU3HAYCHIMU JUIS PI3HUX HUPPOBUX CIIEHAPIIB.

KuarouoBi cioBa: ekoHOMiuHa Oe3reka, MEXaHi3M YIpPaBIiHHS CSKOHOMIYHOK Oe3IeKoro, IUQpoBi3allis,

M pOBUH PU3KK, PO3BUTOK ITiIIIPUEMCTBA.

Statement of the problem. The gradual increase in
the level of digitalization of business processes of modern
enterprises actualizes the problem of reducing their
vulnerability to the influence of external and internal digital
risks and threats. The integration of digital ecosystems
of business entities into the global information space
requires the modernization of mechanisms for ensuring
their economic security, in particular, the information
and analytical component of economic security systems.
The growing need for the analysis of large data sets in
digital format, automation of decision-making support
systems using digital technologies and services affect
the functional capabilities of the enterprise's economic
security management mechanisms, leading to the need for
digital transformation of functional subsystems of business
entities. Enterprises that are unable to effectively implement
security-oriented management under the influence of
digitalization will not use the existing opportunities for
digital development, will lose their competitive advantages,
especially in high-tech industries. Modern science has not
yet offered practitioners a comprehensive methodological
approach to building high-tech mechanisms for managing
economic security, therefore there is a need for research
into the possibilities of assessing and modelling economic
security systems of business entities suitable for use in
the digital space. The arguments presented confirm the
relevance of this publication and its suitability for use as
an information basis for forming an effective policy of
security-oriented management of an enterprise that is in
the process of digital development.

Analysis of recent research and publications.
The study of the problem of creating and functioning
of the mechanism for managing the economic security
of an enterprise under the influence of digitalization
is actively taking place in the scientific field with the
participation of Ukrainian scientists. For example,
Popelo O., Samoilovych O. study the mechanism of
adaptive management of the development of industrial
enterprises in the context of ensuring economic security
in the era of digitalization of the national economy
[1], Levchenko O.M., Vovk M.O., Yurchenko N.I,,
Havryliuk A.R. offer approaches to diagnosing the system
of managing the financial and economic security of
competitive enterprises in the agro-food sector under the
conditions of digitalization [2], Shchepka O.V., Salo S.O.,
Hryhir S.I. are looking for directions for increasing
the level of economic security of enterprises under the
influence of digitalization and adaptive management
[3], Nadtochii LI, Kramarenko I.S., Hryshyna N.V.
investigate cloud technologies as a tool for effective

management of financial and economic security and HR
technologies under the conditions of digitalization [4],
Parshyna O.A., Parshyn Yu.l., Savchenko Yu.V. specify
the current state of economic security in the context of
digitalization and under the influence of the development of
the information society [5], Tulchynska S.O., Solosich O.S.,
Chornii V.V. specify the impact of digitalization of
management processes on the system of ensuring the
economic security of an enterprise [6], Malakhovskyi Yu. V.,
Onofriichuk O.P., Kulishova O.0O. specify the features of
ensuring the economic security of business structures in the
context of digitalization [7]. Hutnichenko M.O. proposes
the foundations of the development and functioning of
the mechanism for managing the economic security of
an enterprise [8], however, does not take into account in
his study the phenomenon of digitalization and its impact
on the processes of security-oriented management of
organizations.

Given the constant intensification of the processes
of digitalization of the economic environment in which
modern enterprises conduct their activities, we consider
it appropriate to consider in more detail the aspect of the
impact of digital risks and digital transformations on the
functioning of the mechanism for managing the economic
security of business entities, including from the perspective
of assessing the state of the organization's economic
security, which is an indicator of the level of effectiveness
of security-oriented management mechanisms.

Formulation of the research task. The purpose of the
publication is to search for reserves in the scientific and
applied spheres to increase the efficiency of the economic
security management mechanism under the influence of
trends in the digital development of the enterprise.

Summary of the main research material. The most
common approaches in security-oriented management
when formulating theories and concepts of economic
security management are systemic and process. With
the systemic approach, the concept of economic security
becomes formative for creating a system of economic
security, which will be the object of managerial influence
at the level of enterprise management. With the process
approach, the focus shifts from the task of forming a
system of economic security and protective mechanisms
for countering risks and threats to doing business to
establishing the process of managing economic security
in compliance with the main functions of organizational
management, defined in the theoretical and methodological
paradigms of management science. Malakhovskyi Yu.V.,
Onofriichuk O.P., Kulishova O.O. note that in the scientific
field, a standardized conceptual definition of such a broad
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multidisciplinary category as the concept of economic
security of an enterprise has not yet been formulated. A study
of a significant volume of scientific publications related
to the issues of economic security of an enterprise allows
us to conclude that its level will be largely determined by
the seriousness of the managerial approach to forecasting,
preventing and responding to specific harmful threats
[7, p.268]. The managerial approach to ensuring the
economic security of an economic entity at the theoretical,
methodological and applied levels is formalized in the
mechanism of economic security management.

Hutnichenko M.O. believes that the effectiveness
of managing the economic security of an enterprise is
characterized by the degree of achievement of its goals and
strategic guidelines. Internal efficiency can be characterized
by an increase in the levels of financial, legal, technological,
information, environmental, personnel, intellectual, power,
production, managerial, commercial and other components
of the economic security of an enterprise [8, p. 10].

It is appropriate to consider the digital development
of an enterprise as a phased process of strategic
transformation of its business processes, operational
structure, management and techniques of interaction with
stakeholders through the widespread implementation of
digital technologies (such as artificial intelligence, big data,
cloud services, the Internet of Things, online payments,
etc.) in order to increase its competitiveness and economic
sustainability in the context of the spread of the digital
economy model. Manifestations of the digital development
of an enterprise are: automation of economic and financial
processes; use of digital communication channels;
digitalization of management decision-making based on
analytics of large data sets; innovation and openness to
change. In previous studies, we came to a well-reasoned
conclusion that in the context of the spread of the trend
towards digitalization of the economic space, solving the

problem of managing the economic security of enterprises
requires new strategies and tactics. Management of
business entities feels the need to modernize economic
security management mechanisms, taking into account
the intensification of digital risks. To increase the level of
efficiency of such mechanisms, it is advisable to provide in
their architecture such elements and processes as the use
of artificial intelligence, analysis of big data (Big Data),
the use of cloud technologies and the concept of zero
trust (Zero Trust Policy) when working with information.
The mechanism for managing the economic security of
an enterprise in the context of digitalization should be
based on strategic management of digital risks. Therefore,
effective security-oriented management of the economic
security of companies in the digital space is possible only
under the condition of a comprehensive combination
of traditional risk management methods with the latest
digital tools and intellectual resources [9].

Therefore, economic security management is an
integral part of the successful functioning of an enterprise
in modern conditions. Currently, it is a systemic element of
enterprise management, which allows for a comprehensive
impact on the financial condition, ensuring the ability
to effectively use financial resources, competently
managing threats, to achieve effective development and
implementation of the enterprise strategy in the present
and future periods [8, p. 51]. The use of a project approach
will allow optimizing the process of forming an economic
security management mechanism, adding flexibility to
it, and ensuring a prompt response by the management
of organizations to the manifestations of new risks and
threats at the stage of creating a comprehensive system of
economic security of a business entity [10].

In Fig. 1, we summarize the possibilities of optimizing
the process of forming an enterprise's economic security
management mechanism.

Training staff in techniques of safety-oriented
behavior in the digital space, minimizing
personnel risks

Optimization of the processes of searching and
analyzing information in the digital space,
its use, storage and protection

a digital Formation of a
ecosystem for separate budget
.. for financin
the functioning e g
of the economic e Mechanism . “urity
- Digitalization .. Finance oriented
security modernization .
management measures with
mechinism- parts designated
. for different
control of digital .
i . scenarios
risks Potential

Integrating digital risk management approaches
into the economic security management
mechanism for information needs

Strengthening the financial capacity of the
enterprise and developing its potential in
a relatively secure digital environment

Figure 1. Possibilities of optimizing the process of forming a mechanism for managing the economic
security of an enterprise under the influence of digitalization

Source: compiled by the authors
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Without ignoring traditional and innovative threats,
the company's management should nevertheless continue
to effectively use its own assets to generate profit and
expand economic potential and influence on the market.
At the same time, it is advisable to search for additional
opportunities to optimize the management of economic
security of domestic companies, because in conditions
of unpredictability of events in wartime, the achieved
level of economic security can rapidly decrease, and only
competent security-oriented management can prevent such
a development.

To increase the effectiveness of the functioning of the
economic security management mechanism, it is necessary
to assess its current state. For this, we propose an author's
approach, demonstrated in Table 1.

The effective functioning of the enterprise's economic
security management mechanism will allow in the future
to achieve the following positive results for the enterprise's
activities:

— reduce the costs of risk management processes;

— avoid the need to urgently search for financial
resources to implement security-oriented measures;

— form a personnel reserve of employees ready
to begin performing duties in the field of economic
security management due to their existing knowledge and
competencies in this area.

The reserves for increasing the efficiency of the
economic security management mechanism under the
influence of the trends of digital development of the
enterprise are:

— automate the procedure for diagnosing the achieved
level of economic security;

— use of analytics of large data sets to formalize
security-oriented management decisions;

— identify risks based on digital signals from the
external environment of the enterprise's functioning;

— delimitation of information and its storage on different
servers to improve the state of information security;

Table 1
Author's methodological approach to express assessment of the level of economic security
of an enterprise in the process of development under the influence of digitalization
Questions to experts Answer options Points

Yes

Are the financial indicators of the enterprise within the normal range? Partly
No
Yes

Are the dynamics of financial indicators positive? Partly
No

Yes, steadily and constantly
Is the enterprise generating net profit? Periodically

The enterprise is unprofitable

Yes, consistently and constantly

Are the assets of the enterprise growing? Periodically
No
Do the employees of the enterprise demonstrate safety-oriented Yes, con51ste1.1t1y. and constantly
; Periodically
behavior? No

training provided?

How often is additional training in safety measures or advanced

Once a year or more
Less than once a year
Occasionally or never

Is economic safety management carried out by a specialist?

Yes
No, but it is practiced
No, it is not practiced at all

Yes, full set

O DNIOC—NIORLNIORDNIOC—NORLNIOR,DNIO—NOR,DNIO—~,DNIO—~NIO~DN

Have the documents used in safety management been developed? Partially
No, missing
What is the level of information transparency of the official website of Mlj(li%llllm
the enterprise?
Low
Yes, on staff
Is the position of a lawyer provided? Involved as needed
No
High
What is the level of technological equipment of production? Medium
Low
Leader
What is the company's position in the market? Average Player
Outsider
Security level: 20-24 — high, 13-19 — medium, 7-12 — low, Max — 26
up to 6 points — critical Min -0

Source: compiled by the authors
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— ensure the possibility of an instant collective
response to manifestations of danger through the use of
digital communication channels.

Conclusions. The study of the possibility of finding
reserves to increase the efficiency of the economic security
management mechanism under the influence of digital
development trends of the enterprise made it possible to
draw the following conclusions.

1. The possibilities of optimizing the process of forming
the economic security management mechanism of the
enterprise under the influence of digitalization are: training
personnel in techniques of security-oriented behaviour in
the digital space, minimizing personnel risks, optimizing
the processes of searching and analysing information in
the digital space, its use and preservation and protection;
creating a digital ecosystem for the functioning of the
economic security management mechanism; controlling
digital risks; integrating digital risk management
approaches into the economic security management
mechanism for information needs; strengthening the
financial capacity of the enterprise and developing its
potential in a conditionally safe digital environment;
forming a separate budget for financing security-oriented
measures with parts intended for different scenarios.

2. In the process of digital development of an enterprise,
which we understand as a phased process of strategic
transformation of its business processes, operational
structure, management and techniques of interaction with
stakeholders through the widespread implementation
of digital technologies, the mechanism for managing
the economic security of an enterprise must guarantee
timely identification of digital risks, operate with tools for
managing them, be integrated into the digital ecosystem
of the business entity and be able to secure the receipt,
use and storage of information coming from the external
digital space in large volumes with increasing speed.

The practical significance of the results obtained lies
in the possibility of using the author's approach to forming
a mechanism for managing the economic security of an
enterprise as a tool for strategically strengthening security-
oriented entrepreneurial initiatives in the context of digital
development of modern business.

The prospects for further research are related to the
testing of the proposed methodology for assessing the
level of economic security of an enterprise on the examples
of specific economic structures and the formation of
conclusions regarding their ability to withstand the risks
of digitalization.
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