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PERSONNEL RECRUITMENT IN WARTIME AND UNDER THE INFLUENCE
OF DIGITALIZATION: PERSONNEL RISKS FOR THE ECONOMIC SECURITY
MANAGEMENT MECHANISM OF THE ENTERPRISE

PEKPYTHHI TEPCOHAJIY Y BOEHHUM YAC TA HIJ] BILIMBOM
MU ®POBI3AIIIL: KAJPOBI PUSUKH 5 MEXAHI3MY YIIPABJIIHHS
EKOHOMIYHOIO BE3INEKOIO HIAITPUEMCTBA

The article examines the current challenges and features of the personnel recruitment process. The purpose of the
study is to characterize the features of the recruitment process in the conditions of war and digitalization, as well as to
substantiate the possibility of the impact of personnel risks inherent in this process on the management of economic
security and its state. Research methods: analysis of scientific literature, generalization of problematic aspects of
the recruitment process and recruiting theories used in the personnel management system. The main problems
of modern recruiting that affect the state of economic security of the enterprise and the state of development of
recruiting theories are outlined. The practical value of the study lies in highlighting current trends and forming
recommendations for Ukrainian enterprises on adapting recruiting strategies to wartime conditions.

Keywords: economic security, personnel recruitment, economic security management mechanism, HR
management system, digitalization, risk, personnel risk.

VY cTaTTi pO3MISIHYTO CyYacHi BUKJIMKH Ta OCOOIMBOCTI MPOIIECY PEKPYTUHTY MEPCOHANTY Ha YKPAaiHCHKHX IiJi-
MIPHEMCTBAX B YMOBaX BOEHHOTO CTAaHY Ta ITiJl BILIMBOM IIU(pOBi3allii. 3 onIsay Ha HApOCTar04y KOHKYPEHIIIFO Ha
PHHKY TIpaiii 3a npodeciiiii Ta KkBaji(ikoBaHi TPYIOBI pecypcH, CIPHYUHEHY [100ai3amiero, IHGPOBUMH TPAHC-
(opmarisiMu, MIirpari€ero HaceJIeHHs Ta MOCTIHHUMHU PU3NKaMM, TUTAHHS ¢(EKTUBHOTO 3aTyUCHHS MPAI[iBHUKIB Y
mTaT HaO0yBa€e CTPATETIYHOTO 3HAYCHHS JTsI 3a0e3MeYeHHs] EKOHOMIYHOT Oe3TeKH MiIpUeEMCTB. MEeTOI0 T0CIiIKeH-
HSl € XapaKTePHCTHKA O0COOIMBOCTEH IPOLECY PEKPYTUHTY B YMOBaxX BiiHH Ta IU(POBi3allii, a TAKOK OOIPYHTY-
BaHHS MOKJIMBOCTI BIUIMBY MPUTAMAaHHHX I[bOMY NPOILIECY KAIPOBUX PU3HKIB Ha (DYHKI[IOHAJIBHY CIIPOMOXKHICTh
MEXaHI3My VIPaBIiHHS €KOHOMIYHOI Oe3IeKor0 Ta Ha il ctaH. MeTomu NTOCIHiKEHHS, K1 OyJd BUKOPHUCTaHI Ha
LUIAXY A0 JAOCATHEHHs L€l METH, MOE€JHAIN aHali3 HayKOBOI JIiTepaTypH, y3arajibHEHHs MPOOJEMHUX acCIEKTiB
IpPOLIECY PEKPYTHHTY, a TAKOXK TEOpill peKPyTUHTY, SIKi BUKOPUCTOBYIOTHCSI Y CHCTEMI YIPAaBIIiHHS MEPCOHAIOM.
VY cTaTTi OKpecIeHO OCHOBHI MPOOJIEMHU CydacHOTO PEKPYTHHTY, SIK1 BIUTMBAIOTh Ha CTaH CKOHOMIYHOT O3IEeKH il
MpUEMCTBA: Ae(IUT TaJaHTIB y KIIOUOBUX Tajly3siX, CKIQJHOILI 3 OpraHizaliero AucTaHuiitHoi poOoTu, norpeda
B JIOTPUMaHHI MPUHIIMITIB 1HKITIO311, cimadkicth HR-OpeHiB, oOMexeHicTh (hiHaHCOBUX PECYPCIB, TPUBAIICTH MPO-
1ecy HaliMy, HecTada e()eKTHBHOT KOMYHIKaIlii MK cTeikxomuepamu. OKkpeMa yBara npuijieHa BIUIUBY (aKTopiB
MoOimizanii, aganraiii BeTepaHiB, IUPPOBUX IHCTPYMEHTIB, a TAKOXK COI[aJIbHIA BiINOBITATBHOCTI Oi3HECY MiX
Yyac HaiiMy TIEpCOHAIy Ta Yy Mpoleci ynpaBiiHH HUM. [IpakThyHa IiHHICTh MOCIIPKEHHS TOJISTae y BUCBITIACHHI
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aKTyaJIbHUX TEHJCHIN Ta (hopMyBaHHI pEeKOMEHAAMIN JUTI YKPaTHCHKHUX MIMPUEMCTB IIOJI0 aJIaNTallii peKpyTHH-
TOBUX CTpPATETii JI0 YMOB BOEHHOTO Yacy. AKIICHT 3p00JIeHO Ha HEOOXiTHOCTI PO3BUTKY THYYKHX, IHKIFO3UBHUX Ta
IHHOBAIIHHUX MiJXOAIB J0 MOMIYKY Ta YTPUMaHHS IIEPCOHATY, BIIOCKOHAIICGHHI CUCTEMH aJanTallii HOBHX IpaIliB-
HUKIB, po3BUTKY HR-Openay Ta komyHiKamifHUX cTpaTeriil [uis miABUINEHHS PiBHA (DYHKI[IOHAIBFHOCTI Ta Pe3yib-

TaTUBHOCTI YIPaBIiHHS CKOHOMIYHOIO OE3MEKOI0.

Kiro4oBi cjioBa: ekoHOMiIUHA O€3MeKa, pEKPYTUHT TIEPCOHAITY, MEXaHi3M YIIPABIiHHS €KOHOMIYHOIO O€3IEKOI0,
cucrema HR-MeHemxMeHTy, nudpoBizanis, pU3UK, KaAPOBUIl PU3HK.

Statement of the problem. In the context of dynamic
changes in labor market trends, which are provoked by
the spread of digitalization, globalization, population
movement, and the permanent impact of risks on the
processes of attracting and releasing personnel, domestic
enterprises find themselves in a fierce competition
among themselves and with foreign business entities for
professional human resources. The condition for winning
this competition and an important element of the growth
and development of an enterprise in a strategic perspective
is the use of effective approaches to personnel recruitment
by its HR managers. Therefore, the recruiting element of
the HR management system of organizations requires close
attention from company management, proper resource
provision, constant information support, etc. Digital
business transformations, which are ubiquitous in the
economic environment, require a review and update of the
practices of search, selection, adaptation, and motivation of
employees, and therefore, should be reflected in approaches
to personnel recruitment at Ukrainian enterprises.
Ineffective recruitment can have negative consequences
for the functional capacity of the economic security
management mechanism and for the state of the personnel
component of the enterprise's comprehensive economic
security system, as it will provoke personnel risks that can
worsen the financial results of doing business.

Analysis of recent research and publications. The
issue of recruiting as a modern phenomenon related to the
formationofhumanresourcesofenterprises, institutions,and
organizations is studied by Ukrainian scientists in various
contexts. For example, Bazaliiska N.P., Koshonko O.V.
position recruiting as an innovative technology for forming
the personnel composition of an industrial enterprise
under modern business conditions [1], Vonberg T.V.,
Holovko A.A. study the features of personnel recruitment
in the era of digital transformations [2], trace the trends
in the development of personnel recruitment through the
prism of digital business innovations [3], Kudymenko D.M.
specifies the features of personnel recruitment in IT
companies [4], Havriliuk O., Bozydarnik T. investigate
the impact of digital technologies on the transformation
of the recruitment process [5], Hryniuk Yu. M. actualizes
the issue of the existence and development of principles
and standards of professional ethics of HR managers
and specialists of recruitment agencies [6], Dervan B.I.,
Lopushniak G.S. specify the concept of recruiting itself,
outline the problematic aspects of ensuring its effectiveness
inrecruiting and offer indicators by which it can be measured
[7], Domuschi V.O., Slavenko E.A., Buzunar A.V. outline
the characteristic features of recruiting and personnel
adaptation in modern conditions of the evolution of
organizations [8], Kravchuk O.I., Varis 1.O., Bidna T.O.
track digital technologies of personnel recruitment as a
modern direction of development of personnel management
[9], Lobza A.V., Bykova A.L., Krysha V.V. analyse the

prospects for the qualitative development of recruiting
activities in the IT sector [10]. Issues and problematic
aspects of the functioning of mechanisms for managing the
economic security of modern enterprises are subject-matter
investigated by Zachosova N.V., Herasymenko O.M.
[11], Zhivko Z.B., Zanora V.O. [12], Cherevko O.V.,
Nazarenko S.A., Nosan' N.S. [13], Honcharenko A.S.,
Koval O.V. [14], emphasizing that the role of personnel
risks and the state of personnel security are extremely
important parameters for their effectiveness and efficiency
of safety-oriented management in general.

Formulation of the research task. The purpose of the
study is to characterize the features of personnel recruitment
in wartime and under the influence of digitalization and to
substantiate how the personnel risks inherent in this process
can affect the state of economic security of the enterprise.

Summary of the main research material. Recruitment
is the process of providing an enterprise with employees,
which aims to meet the needs of employers in qualified
personnel [7, p. 109]. In the modern understanding of HR
management representatives of Ukrainian and foreign
companies, recruitment is the process of attracting,
selecting and hiring employees to perform tasks ordered
by the employer.

Personnel management is an important component of
the organization's management system, which involves
managing its humanresources, which belong to the strategic,
priority, unique resources of the enterprise and determine
its competitive advantages. Personnel management from
the position of a systemic approach demonstrates its own
unique specific features. First, the systematic nature of
personnel management is implemented through a set of
main and auxiliary functions and sub functions, while
their set is constantly changing depending on the plane
and transformations of social relations. Secondly, the
personnel management system should cover all areas of
HR management on the basis of a scientifically sound
personnel management strategy and the implementation of
its personnel policy [8, p. 269].

In modern scientific thought, several main paradigms
and theories are distinguished, within which scientists
provide explanations on how to effectively search for
candidates for positions and carry out personnel selection,
that is, how, from a scientific and methodological point
of view, to implement the recruitment process in the
personnel management system at the stage of its search
and placement in positions. Eight main such theories can
be distinguished (Fig. 1).

Recruitment in the HR management system of an
enterprise is the process of finding and hiring employees for
the organization. When an enterprise needs new employees,
HR recruiters take on this responsibility by forming lists of
vacant positions, formulating job advertisements, screening
candidates, scheduling interviews, and conducting
preliminary interviews. In large organizations, dozens of
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Inbound vs Outbound
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Figure 1. Theories of personnel search and selection

Source: compiled by the authors

people can work as recruiters, while in small and medium-
sized companies this responsibility falls on one or two HR
managers.

The main problem of recruiting personnel under
the influence of war risks is the use of the time factor.
Enterprises spend a long time looking for candidates who
are not available on the labour market due to population
displacement and Ukraine's loss of human resources.
In addition, it is necessary to leave a reserve of time for
employee on boarding. According to HR experts, hiring,
adaptation of a new employee, and the level of his retention
in the position largely depend on the first months and
even days spent at the new place of employment. Proper
on boarding (adaptation) helps new employees integrate
into the organization and become an effective part of the
team. However, Ukrainian companies simply do not have
the necessary time resources, so this stage is levelled, and
therefore, the problems that should be solved at it remain
and are revealed at subsequent stages of recruiting and HR
management.

Experts identify several of the biggest problems in
finding and hiring personnel that modern recruiters face:

1. Talent shortage in key economic sectors.

2. Difficulty in organizing and monitoring remote work.

3. Compliance with the principles of diversity, equality
and inclusion (DEI).

4. Weakness of the employer brand in a competitive
labour market.

5. Artificial intelligence and automation in recruitment
processes.

6. Retention and turnover of personnel, personnel
movement.

7. Budget and financial constraints.

8. Long duration of the recruitment process.

9. Poor and inconsistent communication during the
recruitment process.

10. Sustainable
responsibility.

11. Economic uncertainty of the company's future due
to internal and external risks [15].

As domestic enterprises transition to innovative
technologies, including automation, artificial intelligence,
machine learning, and cybersecurity, there is a demand for
specialized professional and social skills that companies’
personnel must possess. It is predicted that such industries
as healthcare, technology, and engineering will face the
greatest shortage of personnel, especially considering that
specialists in these fields have left abroad in large numbers
after the start of the full-scale invasion. The lack of
qualified candidates, narrowly specialized specialists, may
force Ukrainian enterprises to leave important vacancies
unfilled, force existing employees to combine positions,
which will hinder economic growth and the integration of
innovations into financial and economic processes.

The transition to remote work and online employment,
which began during the quarantine period and continued
after the outbreak of the war, although characterized by
managerial flexibility, nevertheless creates new challenges
for recruiting, monitoring, and retaining remote workers.
Working across time zones and managing cross-cultural
teams during project implementation can make it difficult
for managers to communicate and reduce the level of
cohesion in the workforce.

Despite today’s realities, many companies still face
difficulties in creating diverse and inclusive teams, as well
as organizing an inclusive workspace. For Ukraine, this
problem is especially painful and relevant. Unconscious
biases can negatively affect recruitment processes, while
non-inclusive hiring practices can weed out potential
talents. Global practice demonstrates that inclusion is a key
differentiator for companies seeking to create innovative,
successful businesses, and domestic companies have no
other choice but to increase their own level of inclusion in
anticipation of a large number of veterans who will need to
be integrated into social and economic life.

In a labour market with limited supply of human
resources, the employer brand will become increasingly
important, as job candidates become more demanding
in their job search, realizing the shortage of intellectual
capital. With the increasing level of competition for the
best talents, companies with weak HR brands will lose to
competitors that offer better opportunities, motivational
mechanisms and conditions in the workplace. Ukrainian
companies are likely to face an intensifying struggle for
talented employees with international corporations whose
brands are known all over the world.

While automation and digitalization can help
streamline recruitment processes, overuse of Al can mean
a lack of personalization during job applications, which
negatively impacts the candidate experience. The use of Al
capabilities in recruitment needs to be balanced with face-
to-face meetings with candidates, interviews, etc.

Employee retention and financial incentives will remain
a serious challenge for Ukrainian companies, which are
limited in the resources needed to compete for talent. Staff
turnover and the search for new employment opportunities

development goals and social

396



Bunyck 3 (80) 2025

by employees of Ukrainian companies is mainly driven
by the desire to receive higher wages, have career growth
opportunities, and flexibility in the use of working hours.

The economic uncertainty that Ukrainian companies
are operating in during the war and budget constraints
complicate the hiring processes of new employees, as
companies have difficulty investing in the latest recruitment
technologies or attracting highly qualified candidates
due to a lack of funds and safe places for employment.
Financial constraints prevent domestic employers from
accessing critical recruiting tools and platforms, impacting
their ability to compete for talent and hiring efficiency.

Lengthy hiring processes and multiple candidate
vetting processes are a common problem, with many
job seekers reporting that they have abandoned lengthy
recruiting processes in favour of a job as soon as possible.
Long hiring times not only frustrate candidates, but also
cause companies to lose top talent.

Lack of communication between recruiters, hiring
managers, and job candidates can lead to delays and a
negative impression on potential employees. Misalignment
between internal stakeholders during the recruiting process
can lead to confusion, missed opportunities, and increased
rejection rates. Even worse from a professional point of
view is that when telephone conversations with a candidate
or video interviews are not recorded, key details can be
forgotten or misinterpreted, which makes it difficult to
further take into account important points or support
the coordination of actions of all participants in the HR
management process.

More and more candidates, especially the younger
generation, evaluate potential employers based on their
level of commitment to the principles of sustainable
development and corporate social responsibility.
Environmental initiatives of companies play an important
role, and in wartime — volunteer projects and support for
the Armed Forces of Ukraine. Also, in times of economic
turbulence, which are currently inherent in Ukraine, social
initiatives of enterprises to support the families of mobilized
workers, internally displaced persons, employment of
disabled people, etc., are positively perceived by potential
candidates for positions, while their absence causes
surprise and irritation.

The worsening economic situation in Ukraine, caused
by inflation, supply chain disruptions and potential
recessions, is likely to affect personnel recruitment in
2025. Global economic shocks are also having an impact

on the domestic economy. Ukrainian enterprises may
face budget cuts, hiring freezes and a transition to more
flexible workforce strategies [15], which will be reflected
in the approaches and practices of recruiting employees.
The recruitment process is significantly affected by the
mobilization of men for service in the Armed Forces of
Ukraine. However, this is a matter of state policy, and it is
not currently possible to solve it at the business level.

Conclusions. Personnel recruitment is an important
component of the HR management system of a modern
enterprise, which requires the use of a wide range
of methodological tools, analytical and social skills
from personnel management specialists. It is possible
and advisable to combine several types of personnel
recruitment in the practice of the enterprise, since this
approach will ensure the optimal expenditure of effort and
time to fill vacant positions and will allow using various
sources of attracting human resources. For Ukrainian
companies, a situation is typical when they do not have
enough employees to allocate the position of recruiter in
the staff and transfer all responsibilities for finding and
hiring employees to him. This is one of those problems
in personnel management, the solution of which requires
persistent work at the theoretical and applied levels.

Recruitment during wartime is a complex and
problematic process. Therefore, it is worth looking
for reserves and opportunities to replenish the human
resources of domestic companies with minimal loss of
time and with a high level of probability of leaving the
employee in the company for a long period. Recruitment
in wartime Ukraine faces unprecedented challenges
that manifest themselves at all stages of personnel
recruitment — from the search for candidates for positions
to their adaptation and retention in the team. Loss of
labour resources, population displacement, mobilization,
shortage of qualified specialists, economic instability
and rapid digitalization significantly complicate the tasks
of HR specialists. Ukrainian enterprises have to exist
in conditions of high competition in the labour market,
adapting to the new reality through the implementation
of flexible, innovative and inclusive approaches. The
success of recruitment strategies during this period will
depend on the ability of companies to quickly respond
to external challenges, invest in the development of
the employer brand, optimize communication and on
boarding processes, and also support social responsibility
as an element of corporate culture.
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